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New PayPal Interface Overview

• The PayPal API Adaptor is used to connect our system to PayPal
• It is built using a framework for high availability and high performance
• The API adaptor translates JSON, XML and Custom formats
• It includes OAUTH2 + JWT for application security 
• TLS is an optional module to provide additional security
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Client programs can communicate with Azure 

Messages are sent to our NonStop and on to PayPal
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Swagger compliant APIs - sample

Synchrony provides Swagger compliant APIs – a 
sample is depicted below 

III.  Synchrony Payment Modernization  | Sample
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JWT - OAUTH2

• Synchrony supports JWT using OAUTH2
• The Client registers itself with Synchrony setting up a client ID and client secret (password)
• The Client requests an access token
• Synchrony validates the client credentials and issues the access token
• The client includes the access token in every request
• Synchrony processes the API request only if the access token is valid
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Modernization - JSON to Legacy Pathway
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Modernization - Legacy Pathway to JSON
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Modernization – Synchrony Components

• Secure connection 
between client and 
server

• Data Protection
• Secure tunnel

TLS - Optional JSON TDAPI Gateway

• HTTP Header 
validations

• Logical routing based 
on API resource

• Request/Response 
mapping

• OAuth2 + JWT
• Data Transformation
• Business Logic
• JSON, XML and 

Custom mapping
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Send XML Request to Provider in JSON

➢Invoking API to convert XML request to JSON and send to provider
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Reply to Client in XML

➢Invoking API to get convert the JSON response to XML 
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GUI – Admin, Troubleshoot and Real time logs
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GUI – Payload - Tokenized
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Dashboard – Realtime Monitoring on Linux – Optional
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Dashboard – Realtime Monitoring
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Dashboard – Realtime Monitoring – Statistics for the Interface
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HTTP Response Codes

Response Code Response code description

200 HTTP Service is OK

405 Invalid input

404 Input not found

500 Internal server error

• We support the common HTTP response codes
• Additional codes can be added
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HTTP Response Codes

• These common API response codes are supported
• Additional response codes can be added

Common Response Codes from APIs

Response Code Response code description

00 Operation Completed Successfully

01 Operation Declined

1024 Tag is missing

1120 Tag Value is Blank

2558 Institution Record is not Present

4 Invalid Request Received/Parse Error.

Tag value cannot be blank

200 Tag value length Invalid

1020 Tag is Missing.

Wrong operation type is received in the 

request
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OAUTH2 Response Codes

 OAUTH2 

Response codes
Response Code Response code description

0 OAUTH OK

1 OAUTH Valid

2390 Parameter Absent

2391 Parameter Rejected

2392 Invalid Client

2393 Invalid User/Password

2394 Invalid Request

2395 Unauthorized Client / Authorization is not given in Request

2396 Server Error

2397 Token Expired

2398 Invalid Token

2399 Invalid Grant
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