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Opsol achievements

@ TANDEM
1 Atalla Boxcar, ARM 1 OmniPayments Switch as
1 TUXEDO, CORBA 11 Telco - OmniMessaging Base24 Replacement 1 OmniCloudX
3,000 cpus
1995 2000 2004 2008 2013 2017

1 OmniChannel 1 Fraud Blocker

@DL UtimaCQ@  Signon Service
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OmniPayments achievements

—

Hewlett Packard
Enterprise

1 APIs JSON, XML
1 Mobile Payments

2018 2019 2021

|

a

Google Cloud
1 OmniPayments NSX
Goggle Day — Dec 6

2022 2023 2024
*

HPE / Microsoft
Azure

GreenlLake
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Opsol Tools

utimaco’
a Monitoring 6
Tools o
Google Cloud B Grafana
Replicator m
/ Microsoft MOHItOI’S, TOOlS, . MHSQL@
Azure adapters for the HPE Log
NonStop | §3 kafka
=5 AWS
v? export ORACLE
splunk>

OmniPayments Confidential
www.omnipayments.com ﬁ




Opsol Tools

1.
2.
3.
4.
5.
6.
1.
8.
9.

Connectors — Connectors for the Public Cloud GCP, Azure, AWS
VNS in GCP — Services to migrate customers to VNS in GCP

API Gateway — JSON, XML Apis for existing applications

Security — Pin, Password manager

Security — PCI Token Server

Monitoring Tools — Process busy, CPU busy, Offender, EMS
Replicator — Replication between 2 NonStops, MySQL, Oracle

Log — PTLF, PTLF real time GUI

Data export — SQL, Enscribe data to Splunk, Kafka, MySQL, Oracle
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Token server Architecture

Opsol 1

Consumer sends a token request
Token Server

through Merchant’s e-Commerce site

/ Mobile Wallete.
~ " utimaco’
@ o 2. Opsol token server API for token
. generation

3. Opsol Token Vault will generate the
@ Token using Software or Atalla
Hardware. PCl 4.0 requirement.

= ©

v
|

] -

q
S

OmniPayments will reply with the
Token.

@ @
@

e-Commerce / OmniPayments
Mobile wallete
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OmniSplunk | OmniKafka - 500 tps

4 . )
OmniCloudX Linux
I ||
EMS, CPU,
Process, Offender, Splunk Engine
Measure Splunk adapter >
0SS Logs Files
Omni
Y Sensors
SQLMX, Enscribe Windows
Kafka Producer
i Kafka Consumer
Automation
\_ J
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PIN, Password, Key Manager

-

ATM

Atalla 1

POS

Atalla 2

=

Omnl

Payments

~N o

Pin, Password — Verify PINs and
Passwords using HSMs

Session Manager - Generate Signon
Sessions and Cookies using HSMs
Key Manager — Generate and Manage
ATM, POS, Visa Keys

Token server — uses Hardware to
generate Tokens. PCI1 4.0

JWT, OAUTH2 — security for e commerce
sessions

TLS — high performance TLS server
Atalla Resource Manager, Boxcar
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Sensor $500 per month

Audit Trail Sensor
o  Sends Audit trail changes to Splunk

055 Log Files Sensor e (ansample and send relevant information
o Monitors the configured OSS log files and =z} o  Mask Card numbers before sending
sends the new information to Splunk. v ! = I
e  Trickles log file information. s
ts
. ? Offender Sensor
+ o« (PUbusy
!' e Process Busy
{:: “\[f o  Disk busy
Enscribe Files Sensor ~— a4 «  Measure data

o Sends Enscribefile changes to Splunk.

e Supports Key sequence and Relative file types.
e  Formats the records based on DDL for the ( Eb B
Enscribe file EMS Sensor
e Samples and sends the important data. e Sends EMS information to Splunk.
o  Mask sensitive information e  Supports filters and EMS tokens before

sending to Splunk.

OmniPayments Confidential

10
(mnl www.omnipayments.com -’J

Payments




Offender — system monitor

[——
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OmniSplunk screens

Dashboords

Splunk-Omni Offender
Home Screen

Last 24 hours

CPU Busy % Disc VO Rate
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NonStop Transaction Log - Grafana

v Texas

GEOPAGOS BANCOESTADO VISA MASTERCARD MAESTRO GPGLINK

20048 916w 1128 7284 10558 92 0

T T
o =

Approved Transactions Declined Transactions

2023-06-29 20:20:00
== Acquirer 76
America/Santiago 09:00 Issuer 76 antiago 09:00
America/Los_Angeles 06:00 America/Los_Angeles 06:00
Asia/Kolkata 18:30 Asia/Kolkata 18:30
== Acquirer Total: 7989 Issuer Total: 7991 Acquirer Total: 459 Issuer Total: 443

MPOS

2406

—
-
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NonStop Transaction Response time - Grafana

Average Response Time

| /
M AN
A
f A A 1\
| A A /I TN
W AN, N (V2N ANETZ ¢

‘*w;-',_J. SN AL LAY/ Gl

18:30 18:45 19:00 19:15 19:30 19:45 20:00 20:15

e

0O ms
14:30 14:45 15:00 15:15 15:30 15:45 16:00 16:15 16:30 16:45 1700 1715 17:30 17:45 18:00 18:15

Visa Mean: 40.6 ms == MasterCard Mean: 443 ms == Maestro Mean: 35.5 ms

Financial / Reversal Transaction Types Transaction Interfaces (Issuer)
== Purchase Value: 2343
== Purchase Reversal Value: 9 = \/isa 2090
== MasterCard 237

== Maestro 25

OmniPayments Confidential
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VVisa MasterCard, Transaction Distribution - Grafana

Transaction Interfaces (lssuer)

== \fisa
== MasterCard 260

== haestro

Financial / Reversal / Return Declined Transaction Types

» Sale Value: 12
Purchase Value: 8
Financial OTHER Value: 6
Reversal Value: 3

2

Return Value:

OmniPayments Confidential
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NonStop Events - Grafana

Select Events  All ~

Events

time ¥ Event Message

2023-10-16 21:54:00 23-10-16 20:40:02 \OMNI2.$ERJC3 TANDEM.NSIM.G06 000215 Process CONSOLE ECOMNREPORTS, HIGH 404 : 0 : Missing SQLMX-OLDER-DAYS-BACKUP Param Pathmon: \OMNI2.$EP...
2023-10-16 21:53:00 23-10-16 20:40:02 \OMNI2.$ERJC2 TANDEM.NSIM.G06 000215 Process CONSOLE ECOMNREPORTS, HIGH 404 : 0 : Missing TXNTYPE ParamPathmon: \OMNI2.$EPAPC

2023-10-16 21:52:00 23-10-16 20:40:02 \OMNI2.$ERJC4 TANDEM.NSIM.G06 000215 Process CONSOLE ECOMNREPORTS, HIGH 404 : 0 : Missing LOG-SETTLE-MPOS-FIXED-LEN-RECORD Pathmon: \OMNI2....
2023-10-16 21:51:00 23-10-16 20:40:02 \OMNI2.$ERJC3 TANDEM.NSIM.G06 000215 Process CONSOLE ECOMNREPORTS, HIGH 111 : Event Text Not Available/Configured. 532 : SAVEABEND-ON-OFF Pathmo...
2023-10-16 21:50:00 23-10-16 20:40:01 \OMNI2.$EJGC2 TANDEM.NSIM.G06 000215 Process ECOMN-GWAY TD-A02, HIGH 0 : INFORMATIONAL MSG O : XTRA-HEADER-PARAMO Param not found, Will Not Set...
2023-10-16 21:49:00 23-10-16 20:40:01 \OMNI2.$JCAT2 TANDEM.NSIM.G06 000215 Process ECOMN-TD-A02, HIGH 111 : 1: [CATALOG: EPH-OPDB, FEES-MEM] NOT Configured, defaulting to N Pathmon: \O...

2023-10-16 21:48:00 23-10-16 20:40:01 \OMNI2.$JCAT1 TANDEM.NSIM.G06 000215 Process ECOMN-TD-AO1, HIGH 111 : 1521 : PARAM-CACHE-INTERVAL not found Pathmon: \OMNI2.$EPAPC

OmniPayments Confidential
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Process Monitor
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1,45 $5YSTEM S¥306. TACL 21 120 2 N i i H.:: SOMNIT DBECL ZZEVIIH 26
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System Monitors
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API Gateway — Micro services in JSON, XML

HTTPS

Request from client in
XML/JSON

HTTPS

Reply to client in
ML/JSON

(ymnl

Payments

/ OmniPayments \

OAUTH2 + JWT

4 )

JSON/XML adapter

HTTPS

\_ J

Request To Provider
in JSON/XML

Web Service Invocation

HTTPS

P
<

Response from
Provider in JSON/XML

OmniPayments Confidential
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Public Cloud Integration — GCP, Azure, AWS

Adapters to send transactions from the Public Cloud and send
data to the public cloud

-~

000
000
000

Customer
Apps

N

C.08 =

Devices

~

(’Qj

Internet

/

Azure/AWS
/ services \
Azure/AWS
Instance
Ho
Ay]
O
: 10 D dWS
N
API
Gateway

N\

NS APIs Brands

NonStop
Server

AN
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HPE OmniDirector Architecture — APl Gateway, CORBA, TUXEDO

replacement
Custom Orchestration
Core Services /
A\
Routing
Orchestration
Function 1 Security Function 2
o Load Distribution °
Request from provider To Provider
Failover/Retry
Data Transformation Multithreading Service Invocation
Function 4 Function 3
@ @

Infrastructure Services

Reply to client Reply from Provider

OmniConsole

OmniOffender

OmniLogger

OmnniDash

OmniScheduler OmniPayments Confidential

N

|
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OmniPayments Architecture

splunk > H_[_ﬂﬂ §3kafkq

A

/0N
1]1]
]

r: , Bankof America %~ PROSA
B | 0C k F rau d Merchant Services Debit @
‘ - VISA

=~ T | — —
: \))_) ) 0 | Settle Ity
25 BLACKHAWK
— ' Western
I_D D_I OJ ] Secure 10 (HEST
I_|:|E=:'_I T SOAP SEPHORA .
/ sigue
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OmniPayments Overview

Configurable

= The solution is configurable and
features can be turned on in real
time. More advanced rules can be
programmed in the User Exits in
Java, C++, COBOL and PTAL.

Message mapping

= (Can maintain context between
related message interchanges and
can consolidate multiple responses
into a single response to the
transaction initiator.

= All activities are logged.

Versatility

= Deployed on the HPE NonStop
server and has adapters for Amazon
AWS, Microsoft Azure, IBM MQ,
Splunk, Oracle Tuxedo, HPE Pathway
and CORBA.

Core Transactional Engine

»

Integrity

= Messaging framework on HPE NonStop
servers.

= Provides core Services such as routing,
data mapping and security.

= Supports ISO messages, JSON and XML
message formats.

Real time

* Inputs from any customer touch point
nurture in real time the isolated backend
legacy systems.

Flexibility

= (Can interface with legacy applications
such as ACI BASE24 and FIS CONNEX.

OmniPayments Confidential
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OmniPayments Features

N
s SR

-_—
\—/

Intelligent Transaction Growing to Handle
Routing Larger Volumes
e Efficient load e |solates input and
balancing output components
e Intelligent Routing e New input and output
e Exception Handling interfaces can be easily
e (onnection plugged-in
Persistence e New service providers

can be added easily
e Configuration
parameter based

(ymni

Payments

(o))

Network errors and

self healing

Link failures are handled
by routing the transaction
to alternate path.

Failed connections are
taken out of the pool
Connection retries are
performed in the
background.

Once the connection is
re-established it is
brought back.

OmniPayments Confidential
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On Premise License model

synchrony

Help us add modern JSON
APIs and interfaces to back-
end systems.

Help make our on-prem

service more market-flexible.

mni

Payments

Business Model: Reduce costs of
Fat Client updates for customer
access

Easy Integration: Replace Fat
Client with a modern Ul

No Code Changes: Work with
existing applications written in
COBOLand C

Quick development and
deployment: Fast time to
market

Cost-effective: Licence model

OmniPayments Confidential

www.omnipayments.com

e J

.



PAAS Cloud Model

Business Model: Help compete
against market leader.

\ 4

Quick development and

5 BancoEstado deployment: Fast time to market.

Cost-effective: Decreasing

\ 4

\ 4

Help develop a scalable acquiring

merchant network in a fast-paced transaction costs as volume

market. Increases

Get to market quickly, . Increase the profitability of

Help manage transaction costs, acquiring business: solution

accommodate low in-house skills. adjusted to the 4-part acquirer
model

> Continuous technical support:
Large team of professionals with
extensive experience in the
payments industry

OmniPayments Confidential
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On Prem vs Cloud Model

) OmniPayments OmniCloudX
ON PREMISE ON DEMAND
T

]

synchrony PN BancoEstado

OmniPayments Confidential
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Compensator

Product Portfolio

P2P Security

. Monitoring
Tools

Card
Manager

Replicator

ATM
| Adminul
POS
Loader
Offer \
i MobileApp

Blocker \/ ) Loyalty OmniPayments Confidential
Authorizer Stan-in www.omnipayments.com ﬁ




OmniFraud Blocker

-

HPE NonStop
/.AE 4

BANKS

OmniPayments \
Preauthorization Engine

J g Rules Trx Activity Card Trx

SWITCH Card
Transactions ~ Reject Accept
- a1 Reject ) A
U I Accept / Reject 5
p— Financial Transaction
O) ] Switch

Modern and easy to manage, our Engine
preauthorizes millions of transactions in real
time and far more effectively than its
complex, compute-intensive competitors.

A 4

e Every Transaction is
checked for Fraud
conditions in Real time

e There are limits checks
(Daily, Weekly, Bi-
Weekly, Monthly) on
Amounts and # of
Transactions.

Preauthorized
Card Trx

A 4

FINANCIAL Accept/Reject

<«

ISSUING BANK
FINANCIAL
AUTHORIZATION

OmniPayments Confidential
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OmniFraud Institution Rules

OMNI USER INTERFACE User Switch

A Home Dashboards . Operations . Configuration . Terminal. Card. Troubleshooting. Security. Reports. Fraud. Baseline. PaymentService Hub. Offers. ¢ J

Institution Management

TXN Source ATM G POS Txn Profide Type & ACQUIRER ISSUER

® Define Supported Transactions
Transaction Profile Configuration

0200 Fin Request Q00000 Normal Purchase No Afc Specified No Afc Specified ACTIVE 1.00 2000.00

Amount Limit Add More Txns

Financial Duplicate Txns Credit Card Access Mode

Txn Source ¥ Message ID Prefix Manual Entry Mode Debit Card Entry Mode 5 M T W T F 5
Txn Code Account Type Retailer Prefix Type of Card 3D Secure
Prefix Group Country Code MCC Greup / MCC
Non Financial Issuing FIID Postal Code sod
Message ID Issuer/Acquirer Jsne k) sy
Start Tame Ena Time
Fevmivat 00:00:00 00:00:00

Retailer
Check Status Check Txn Profile Duplicate Txn
Check Status Check Txn Profie
Date Period (mm-dd-yyyy)
Start Date End Date
= =]
Expiry Date Fees Positive Cards
Restrict Al Type of Card MuttiCurrency Currency Exchange Negative Cards
Credit Card MCC Group / MCC Balance Limits
Debit Card
Set Rule Rewview Changes
© 2016 Copyright OmniPayments.
I III"Cl\/I s Curiiacridal
- .
)I NNl Www.omnipayments.com
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\/isa Services | Visa Token

e New security feature offered by VISA

e Replaces sensitive card information
(Primary Account Number PAN) with a 16
digit token

e A card will be provisioned a token for each
merchant

e Tokens can be delivered for any brand
(Visa, MasterCard, Amex, Discovery, etc)

mni

Payments

\/

»

[ 2
- @ °
4000 1234 5600 9010

1234567890123456 @ @ .

OmniPayments Confidential
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OmniCloudX | Active-Active

Internal Formats e Processor Brand Formats

VISA

Q¢

VISA

¢

OmniPayments Confidential
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Devices

Processors
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A
—
v

OmniCloudX

Om ni www.omnipayments.com

Payments

i




OmniDash — Business View

Om 1l Payments o s M HOME  HISTORY CHANNEL MERCHANT  FRAUD M)
TOTAL SALE (3) TOTAL CREDIT MERCHANT TOP PERFORMING MERCHANT
$1 4 4M 3 1 5000000001
. (5.1%) (1.7%8) 2147433647
A S14.2M +$1aM (6606% ) ClaroRecargs 55K
S’pll} $2IM $4!M $EI-M $EIM SHIJM S1I2M Shlﬂ.!
TOTAL TRANSACTIONS TOTAL DEBIT Sales (%)
2147433647
S000000001
4 166 +136(453%) $173K 210120000003
a Z:CI 4:0 EICI SICI l(I:IC' 1%!} 11I1IJ
DECLINED TRANSACTIONS REVERSAL TRANSACTIONS Transsctions
- - BOTTOM PERFORMING MERCHANT
a 57 ( 31% ) +47 (1175%) 6 (93.2%) | =210120000002 SO
M Active M Inactive H Idle ClaroRecarga 235
2147433647
~ CHANNEL m; PAYMENT METHODS — T{RLRCIL R / TRANSACTION TYPES — eoosmome s T
1
(0.6%) (1.1%) ClaroRecarga
17 53 51 210120000002
(10.2%) (29.3%) 71 (30.7%) SELLLTRII
{39'2%) a 5 10 15 20 25 30 a5 40 45 50
Transactions
6/ 100 - TOP DECLINED MERCHANT
55 (3.6%) {65.7%) 2147433647
148 {30'4%) S000000001
(89.2%) B Mastercard B XXXXXXXXXXXXXXXX = Visa T e e A ]
[ Geopagos @ Alvi B Digital Acquisition B Maestro M Financial @ Reversal M Declined Transactionz

@ 2022 Copyright OmniPayments.

QO

mni

Payments

2022-04-26 0732
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Real Time Transaction Monitor

JCPENNEY 4 Point Transactions

QO

ECOM

ECOM

ECOM

ECOM

) ECOM
ECOM

ECOM

./ ECOM
ECOM

ECOM

ECOM

ECOM

ECOM

L) ECOM

ECOM
ECOM
ECOM
ECOM
ECOM
ECOM
ECOM

L) ECOM

mni

Payments

[ Card Number

427533XX 675
427533XXXXXX5675

Retailer ] Msg

Type
412800000000 4000000005286459 00000 0400
412800000000 4000000005286459 00000 0410
637200000000  4000000005286459 00005 0400
637200000000  4000000005286459 00005 0410
100000070005  4000000004013485 04302 0100
100000030021  4000000005286459 04302 0100
100000070005 4000000004013485 04302 0110
100000030021  4000000005286459 04302 0110
100000030022  4000000004013485 04302 0100
100000070006  4000000005286459 04302 0100
100000030023  4000000005286459 04302 0100
100000030022  4000000004013485 04302 0110
100000070006  4000000005286459 04302 0110
1000000230023  4000000005286459 04302 0110
1 70007 4 01 04302 0100
100000070008 4 6459 04302 0100
100000070007  4000000004013485 04302 0110
100000070008  4000000005286459 04302 0110
100000030024  4000000004013485 04302 0100
100000030024  4000000004013485 04302 0110
100000070009  400000000629774 04302 0100
100000070009  400000000629774 04302 0110

000000

000000

000000

000000

000000

000000

000000

000000

000000

000000
000000

000000

000000

BAMTQ_SW
SW_BAMTQ
BAMTQ_SW
SW_BAMTQ
BAMTQ_SW
BAMTQ_SW
SW_BAMTQ
SW_BAMTQ
BAMTQ_SW
BAMTQ_SW
BAMTQ_SW
SW_BAMTQ
SW_BAMTQ
SW_BAMTQ
BAMTQ_SW
BAMTQ_SW
SW_BAMTQ
SW_BAMTQ
BAMTQ_SW
SW_BAMTQ
BAMTQ_SW
SW_BAMTQ

BAMTT11
BAMTT11
BAMTT11
BAMTT11
BAMTT11
BAMTT12
BAMTT12
BAMTT 11
BAMTT11
BAMTT12
BAMTT12
BAMTT12
BAMTT11
BAMTT12
BAMTT12
BAMTT11
BAMTT11
BAMTT12
BAMTT12
BAMTT11
BAMTT11
BAMTT12

00

00

8

4% 8

8 8

00

37

1111111
1111111
1M1
1M1t
.00

.00

.00
47.62
3621.00
.00
47.62
3621.00

2017-11-06:15.01.30.385
2017-11-06:15.01.30.400
2017-11-06:15.01.30.488
2017-11-06:15.01.30.493
2017-11-06:15.08.20.312
2017-11-06:15.08.21.607
2017-11-06:15.08.21.704
2017-11-06:15.08.23,051
2017-11-06:15.08.23.764
2017-11-06:15.08.24.411
2017-11-06:15.08.24.664
2017-11-06:15.08.25.077
2017-11-06:15.08.25.926
2017-11-06:15.08.26.181
2017-11-06:15.08.26.523
2017-11-06:15.08.26.644
2017-11-06:15.08.27.809
2017-11-06:15.08.28.060
2017-11-06:15.08.28.329
2017-11-06:15.08.29.627
2017-11-06:15.08.30.739
2017-11-06:15.08.32.199

| Prov
Resp(ms)

1392

1312
1514
1517

1285
1415
1297

1459

l Total{ms)
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OmniMobile App

50 5 & 234 5 4

Accounts — Credit, Debit, Gift

Saving Account Credit Card C O r d S
[ ]

2044566985 4117 11xx xxxx 5263

Welcome William Welcome William

Balance: $4,236.25

. Pay your friends

Statement Debit Card Services Statement Manage Bill Pay

E N m E H m Bills and recurring payments

Accounts Cards Fund Bill Pay Accounts Cards Fund Bill Pay
Transfer Transfer
6 ; A P [ﬁ] a
@ ® ! w Py
Air Time Loyalty Services Air Time Loyalty Services

OmniPayments Confidential

www.omnipayments.com

&




Pay using QR codes

224 5 & P4l 253 5 @ A i |

S % v anooce 5 OmniWallet uses QR codes for

William John

williamjohn@omnipayments.com p O y m e n -l- S

My QRCode

Change Password

OmniPayments Confidential

50
Omnl Www.omnipayments.com ey

Payments




Do You Want To
Know More?

@ www.omnipayments.com

@ Yash@omnipayments.com

o www.linkedin.com/company
omnipayments
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